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What?



“The utilisation of devices, 

accounts, software and other 

technologies to abuse within 

abusive relationships.”

(Harris, 2020)
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Text Messaging

Stalkerware

Trackers
Image-Based Abuse

Impersonation 
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Misuse/repurposing

“Conventional” technologies 

Women and BAME

“Active” commitment 
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Predefined ideas 
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Technology is changing
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Internet of Things
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Umbrella Term
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“Smart” 

Devices 

and 

Systems



Gender and Technology

Risks

Uncertainty

Opportunities
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Voice control
Audio recording

Video recording
Data collection

Location tracking
Remote control

Social media

Shared accounts

Machine learning
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Why?
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Negative Positive
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Matthews, T., O’Leary, K., Turner, A., Sleeper, M., Woelfer, J. P., Shelton, M., … Consolvo, S. (2017). Stories from Survivors: Privacy & Security 

Practices when Coping with Intimate Partner Abuse. Proceedings of the 2017 CHI Conference on Human Factors in Computing Systems, 2189–

2201. New York, NY, USA: ACM. https://doi.org/10.1145/3025453.3025875

https://doi.org/10.1145/3025453.3025875
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Design ≠ “Security in Mind”
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Intimate Partner Threat Model
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Disguised

Enhanced 

functionalities

Expanding and 

exacerbating reach 
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Underestimation

Overestimation 
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Support Sector: Overload



Gender and Technology

Lack of data
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97% of Australian case workers said 

stated that perpetrators were

using technology to stalk victims 

(SmartSafe, 2014)
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72% of Refuge (2020) service users 

identify experiencing tech abuse 
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85% of respondents received online 

abuse from a partner or ex-partner

(Women’s Aid, 2018)
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How?
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National Statistics
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Risk Assessment 
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Safety Plan
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Perpetrator Programmes
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US Australia
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Align Policy
Cybercrime 

Domestic Abuse

Stalking

Harassment



Gender and Technology

Centralisation
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Tech Abuse Clinic



Gender and Technology

https://www.ceta.tech.cornell.edu/

https://www.thecyberhelpline.com/
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Pointers for Industry
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Prompts and notifications Logs

Online Portals

IPV threat model 

Customer-facing staff guidance

Data collection 

Visual Reminders 

1st/2nd Account  

Password Reset
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Data

Pressure Industry

Training/Support

Risk Assessment 

Align Policy

Safety Plan
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Further Information
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Thank you.

Demelza Luna Reaver

Luna.reaver.21@ucl.ac.uk

#GIoT
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